CONTRACOSTA

COUNTY

ME MORANDUM

EMPLOYMENT & Kathy Gallagher, Director
HUMAN SFRVICES

40 Douglas Drive, Martinez, CA 94553 + (925)608-5000 ¢ Fax (925) 313-9748 * www.chsd.org
To: All Staff (Code 2A) Date: May 18, 2021
CC:

From: Administration

Subject: Apple Announces More Product Vulnerabilities

On March 22, 2021, a STARS memo was published advising all EHSD employees to update their iPhone
and iPad Software to the most recent version (14.4.1). Here is the link: EHSD03-22-21d.pdf. This was to
address security concerns due to vulnerabilities announced by Apple. The EHSD IT department learned
that Apple extended the vulnerability concern to more products:

iCloud for Windows prior to version 12.3

Xcode prior to version 12.5

Safari prior to version 14.1

macOS Big Sur prior to version 11.3

macOS Catalina prior to security update 2021-002
macOS Mojave prior to security update 2021-003
iOS prior to version 14.5

iPadOS prior to version 14.5

watchOS prior to version 7.4

tvOS prior to version 14.5

iTunes prior to version 12.11.3

GarageBand prior to version 10.4.3

If you have any of these products, EHSD IT urges you to update the software as soon as possible. EHSD
IT suggests the best practice is to update your devices whenever one is recommended by Apple. For
directions on how to update your products, please reference the Apple Support page at Update your
iPhone, iPad, or iPod touch - Apple Support
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