MARC L. SHORR

CONTRA COSTA COUNTY CHIEF INFORMATION OFFICER

DEPARTMENT OF INFORMAT'ON TECHNOLOGY JENNIFER S. HOPKINS
ASSISTANT CHIEF INFORMATION OFFICER
30 Douglas Drive
Martinez, CA 94553

TO: Contra Costa County All Staff
FROM: Marc Shorr, Chief Information Officer’m‘&‘ %
Jennifer S. Hopkins, Assistant Chief Information Officer

DATE: February 18, 2021

SUBJECT: Google Chrome Vulnerability

The Department of Information Technology (DolT) is performing work to address the recently
disclosed vulnerability in Google Chrome browsers. Most users will not be impacted by our work;
however, some users may find browser tabs to be closed after the update.

For county-issued devices & servers with the browser installed, these updates will be performed in
the background automatically starting Feb 19" evening and will take less than an hour to
complete. No restart is required.

Please ensure that any open Google Chrome window/tab is closed. Additionally, we advise that
users make note of any bookmarks in case they need to be restored.

Systems with Google Chrome installed will be updated to version 88.0.4324.182.

Systems Affected:
e i0S, macOS, and Windows Devices running Google Chrome versions prior to 88.0.4324.182

We apologize for any inconvenience this may cause, and we thank you for your understanding. For
any additional questions, please reach out to your DolT support staff or your IT support team.

Thank you for your cooperation.



ME MORANDUM
Kathy Gallagher, Director

40 Douglas Drive, Martinez, CA 94553 . (925) 608-5000 - Fax (925) 313-9748 - www.ehsd.org

To: All Staff (Code 2A) Date: February 19, 2021
From: Administration

Subject: Google Chrome Vulnerability Memorandum

As noticed by the CAO, per email at below link, there is a security concern related to Google
Chrome. IT has already taken steps and addressed the urgent risks. We advise users
accessing CalWIN to continue using Chrome.

---------------------- E-mail from the CAO e

From: Mail Broadcast <Mail.Broadcast@doit.cccounty.us>
Sent: Thursday, February 18, 2021 5:29 PM
Subject: Mail Broadcast - Google Chrome Vulnerability Memo

This Broadcast Message is approved by the County Administrator, Monica Nino
Department of IT memo regarding:
Google Chrome Vulnerability

Link to memo



mailto:Mail.Broadcast@doit.cccounty.us
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fca-contracostacounty2.civicplus.com%2FDocumentCenter%2FView%2F69808%2FGoogle-Chrome-Vulnerability-Memo_County-All-Staff_02182021-&data=04%7C01%7Cdeisenlohr%40ehsd.cccounty.us%7C871a3241a17c4bb3bfcc08d8d4fe61c2%7C76c13a07612f4e06a2f4783d69dc4cdb%7C0%7C0%7C637493536327538538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=4LJpXjCQFDedxjCD75PJ%2FYtPn0crmBZGp7rn0L3sfy0%3D&reserved=0
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